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Assignment 3

Level 1: Many possible faults
Level 2: Many possible faults
Level 3: Many possible faults
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Congratulations everyone!
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Course evaluation

Please fill in the course evaluation.
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Security certifications

Trust me bro, it is secure



Security certifications
Why?

@ How do you get assurances of security?
Without trusting vendors

© Independent evaluation of security
Certificate that a given product passed a given certification

Certifications necessary in some sectors

Government use
Healthcare
Payments
Military
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Security certifications
What?

A

Globally: Common Criteria standard (CC)
Globally (payments): EMVCo

US: FIPS 140 standard

EU: EUCC standard

@CC*

CYBERSECURITY CERTIFICATION
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Common Criteria

Process

Certification that product adheres to some Security Target

Vendor pays and provides materials

Independent lab (ITSEF) evaluates

Certification body issues Certificate and Certification Report
Certificates released and internationally recognized

Security target might point to a Protection Profile instead
Common set of requirements for a product class (e.g. a firewall PP)

What is not in the Security Target is not certified!
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Common Criteria

Documents & Terms

Public documents

Security Target: Vendor-authored, contains description of the product’s security
claims: functions (SFRs) and assurances (SARs)

Defines the Target of Evaluation (ToE)

Protection Profile: Standardized, contains baseline requirements for a product
class

Certification Report: Certification body-authored, contains the results of the
certification

Private documents
Implementation docs
User guidance
Security target details
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Common Criteria

Security claims

SFRs (Security Functional Requirements)
What the product must do

Have a strong RNG, access control, RSA encryption, ...

FCS_RBG, FDP_ACC, FCS_COP, ...
SARs (Security Assurance Requirements)
The measures taken to verify the SFRs

Independent testing, functional specification, vulnerability analysis, ...

ATE_IND, ADV_FSP, AVA_VAN, ...

EAL (Evaluation Assurance Level) EALL
Set of SARs T

A scale of increasing assurance EAL4
EAL1 to EAL7 EALS
EAL6

EAL7
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Functionally tested

Structurally tested

Methodically tested and checked
Methodically designed, tested, and reviewed
Semiformally designed and tested
Semiformally verified design and tested
Formally verified design and tested
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Common Criteria

Common pitfalls

Certification is costly

Only large vendors can afford it
Certification takes time

Product becomes obsolete by the time it is certified
Certification is complex

Knowing what to certify
Knowing how to use certified products

Certification rewards secrecy (of design/implementation)
Goes against Kerckhoffs’ principle

Hardware Security - 15. Certifications and Recap

10/ 34



Minerva

Vulnerability in Athena IDProtect smartcard

ECDSA leaked bit-length of nonce k via timing
Common Criteria EAL4+ certified
ANSSI-CC-2012/23: report, target

Uses Atmel AT90 chip with Atmel Crypto Toolbox
ANSSI-CC-2009/11: report, target
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aMinerva
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https://sec-certs.org/cc/afff54c61c7bd4a0/report.pdf
https://sec-certs.org/cc/afff54c61c7bd4a0/target.pdf
https://sec-certs.org/cc/67b38ce4914a3c21/report.pdf
https://sec-certs.org/cc/67b38ce4914a3c21/target.pdf

Minerva

Minerva vulnerability

affects

Ath ena [ ANSSI-CC-2012/23
I

ATMEL Toolbox
// -

is used in is used in is used in is used in is used in is used in is used in

ANSSI-CC-2009/36 J [ ANSSI-CC-2009/41 w ANSSI-CC-2009/46 ] [ ANSSI-CC-2009/47 ANSSI-CC-2009/59 ] [ ANSSI-CC-2010/05 ANSSI-CC-2011/01 }

2~ *The Fast functions of M10.3, M10.4, M10.5, M10.7, M10.8, M10.9, do not

L offer any DPA/SPA protection and must not be used for secure data.
Note
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FIPS 140

Originally for assessing tamper-resistance of HSMs
Focus remains to this day

Focuses heavily on cryptographic modules

FIPS 140-3 (latest version)

Four levels
Level 1: “production-grade” components
Level 2: tamper-evidence and role-based authentication

Level 3: tamper-resistance and identity-based authentication
Level 4: ...more of everything

Did not include non-invasive side-channel attacks!
Only FIPS 140-3 (2019) added requirements
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EMVCo

Formed by Europay, Mastercard, and Visa

Global technical body for secure payment transactions
Target: Interoperability and security in the payment ecosystem

Smart cards (credit/debit), Point of Sale (POS) terminals, mobile wallets
Security approach

Extreme focus on physical security and side-channel resistance

Cards are always in the hands of the attacker

Evaluated by recognized independent labs (often the same ITSEFs as CC)
Shorter certification cycles compared to CC (to match fast payment tech)
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EUCC

European Common Criteria-based Scheme

First scheme under the EU Cybersecurity Act (CSA)
Replaces fragmented national CC schemes (e.g., BSI in DE, ANSSI in FR)

One certificate, legally recognized across all EU member states
Replaces the older SOG-IS mutual recognition agreement

Two assurance levels

Substantial: Protects against basic risks and known incidents
High: Protects against state-of-the-art attacks (Hardware security and smart cards
sit here)

Introduces stricter rules for continuous vulnerability handling and patching
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Takeaways

Certifications have a lot of issues
...but are the best we have
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Recap

What you (hopefully) learned



Recap
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Recap

The course
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?Introduction & cryptography

?Smartcards

?Authenticators

?TPMs

?HSMs, TEEs

?Timing and cache attacks

?Microarchitectural attacks

?Physical side-channel attacks 1 (passive)
?Physical side-channel attack defences 1 (passive)
?Physical side-channel attacks 2 (passive)
?Physical side-channel attacks 3 (active)
?Physical side-channel attack defences 2 (active)
?Guest lecture: Thomas Roche

?Guest lecture: Lukasz Chmielewski
?Certifications

Hardware Security - 15. Certifications and Recap

18 /34



Introduction & Cryptography
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 - Trusted Computing Base, Trusted/Untrusted
 - General purpose vs secure hardware: why secure hw
 - Side-channel attack examples
 - Secure hardware overview: Smartcards/HSMs/TPMs/TEEs/authenticators
 - Cryptography intro: AES, RSA, ECC
 


Smartcards
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 - History (French phone cards)
 - Broken MiFare
 - Smartcards: hardware, interfaces, contact/less, dual
 - Prox, Proximity, Vicinity
 - ISO 7816: communication protocol, command response, APDUs, ATR
 - ISO 7816: file system
 - Programmable smartcards: Multos, .NET, JavaCard
 - GlobalPlatform: SCP, DAP, card management, lifecycle
 - JavaCard: limited Java, applets, JCVM, cryptography, interop
 - JavaCard: applet isolation, card emulation
 - EMV: complicated payments standard
 - eID: eIDAS (EU), SSCD/QSCD, QES, legal standing
 - eMRTD: ICAO Doc 9303, Filesystem, threat model
 - eMRTD: BAC, PACE, EAC (TA, CA)
 - eMRTD: PA, AA, CA 


Authenticators
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 - Password problem, phishing, reuse, entropy
 - HOTP, TOTP
 - Use TLS to solve phishing "embed into the OTP the website domain"
 - FIDO2: U2F/CTAP1, CTAP2, WebAuthn, Authenticator, Client, Relying Party
 - U2F: Pubkey crypto (signatures)
 - U2F: anti-phishing/MiTM, client passes origin
 - U2F: per-rp keys (privacy)
 - U2F: clone detection (counter)
 - U2F: device attestation
 - U2F: state-less key storage
 - CTAP2: secure channel, user verification, discoverable credentials
 - evil-maid attack 


TPMs
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 - TPMs: crypto coprocessor, TPM API, magic security pixie dust
 - types: discrete, integrated, firmware
 - Objects: keys
 - Hierarchies: forest (multiple trees), primary keys at roots
 - Primary keys: deterministic from seed & template
 - Endorsement/Storage key
 - authValue & authPolicy
 - Auth: Password, HMAC, Policy session
 - Dictionary attack protection
 - PCRs, extend, reset at boot
 - Boot integrity, measured boot vs verified boot
 - Root of Trust
 - Remote attestation
 - Many TPM attacks 


HSMs, TEEs
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 - HSM: beefy smartcard for datacenter, Trusted path
 - Tamper evidence, resistance, protection and response
 - PKCS#11 API: Slot, Token, Object, Role, PIN, Mechanism
 - Logical attacks: Wrap-Decrypt
 - PKI (CA), Banking, TLS termination, DNSSEC
 - HSMs controlled by a host: host compromise
 - TEE: secure env within general purpose CPU
 - Enclaves, protected from host kernel
 - Not physical attacks
 - Example: DNA analysis service
 - Runtime isolation, memory encryption, secure channel, remote attestation
 - server: private contact discovery, browsing link protection
 - mobile: hardware-backed keystore, DRM, biometric storage 


Timing and cache attacks
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 - Execution duration
 - Timing attacks: remote/local, sync/async, signal and noise
 - Measurement noise and drift
 - Examples: password check, RSA decryption (DPA-like)
 - Cache attacks: timing attacks where cache is used/measured
 - Cache hit/miss, L1 (per-core), L2 (per-code), L3/LLC (shared)
 - Cache set has cache ways, cache lines go into any way in a set
 - Associativity: any way in a set
 - Cache attacks: Attacker, victim, attacker
 - Spatial/temporal resolution
 - Prime+Probe: cache set, limited temporal, same-core
 - Flush+Reload: cache line, high temporal, cross-core, shared mem
 - Constant-time programming
 - Avoid branches, memory accesses and some instructions with secrets
 - Compiler may break it, check assembly
 - DOIT/DIT/Zkt + Tools/Valgrind 


Microarchitectural attacks
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 - Architecture/Microarchitecture + state
 - Caches, instruction pipelining, hazards
 - Micro-ops, split/fused
 - Superscalar execution, simultaneous multi-threading
 - Out-of-order execution, speculation
 - Transient execution: never happened architecturally
 - Branch prediction: Branch History Buffer, Branch Target Buffer, Return Stack Buffer
 - Pre-fetching: access patterns
 - Side-channel vs covert-channel
 - Microarchitectural attacks: leak from different security domain
 - Use transient execution, microarch state not rolled back
 - Spectre: Transient from speculation, software defined properties
 - Bounds check bypass, branch target injection, return address injection
 - Meltdown: Transient from fault, hardware defined properties
 - Port contention (SMT), Augury, GoFetch
 - Defences: Different parties together, CPU, compiler, kernel, application
 - lfence, Speculative Load Hardening, Retpoline, IBRS, IBPB, STIBP
 


Physical side-channel attacks 1 (passive)
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 - Physical SCA
 - Non-invasive, semi-invasive (decap), invasive (delayer)
 - passive (SCA) vs active (FI)
 - Decapping, Micro-probing, FIB/circuit edit
 - Reverse-engineering, decap, delayer, image, ROM read
 - dynamic vs static
 - vertical vs horizontal
 - simple vs advanced
 - Non-profiled vs profiled
 - Attack order (0, first, higher), single intermediate vs multiple intermediates
 - Side-channels: Timing, Power, EM, Sound, Light, Photonic, Clock jitter, Phase
 - Why power is data-dependent: transistor switching, Hamming weight vs Hamming distance
 - Practical setup: oscilloscope, power supply, probe, filters, amps
 - Voltage/differential/current probe
 - EM: localized probe, distance, decap
 - SPA: patterns, operation leakage, single/few traces
 - DPA: small data leakage, many traces 


Physical side-channel attacks defences 1 (passive)
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 - Defences against passive SCA
 - Algo/software level, hardware level, cell level
 - hiding: consumption independent of ops/intermediates
 - masking: consumption useless by splitting
 - blinding: consumption useless by randomizing
 - Hiding: amplitude domain vs time domain
 - random initial delay, random delay interrupt, shuffling, changing clock freq, skipping cycles
 - regular algo, parallel algo, noise gen, filter/flatten
 - dual-rail-precharge: precharge, eval cycles, constant HW and HD
 - Masking: split into d+1 shares (d order) - Boolean (via XOR), Arithmetic (modular add), Multiplicative (modular multiply)
 - Non-linear operations (wrt masking split) are tricky: fresh randomness
 - blinding: like masking but no splits and algo specific 


Physical side-channel attacks 2 (passive)
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 - Single-bit DPA, all-or-nothing DPA, generalized DPA
 - CPA: correlation, more effective, still linear leakage, needs leakage model
 - MIA: non-linear leakage, does not need leakage model, trace inefficient
 - Higher-order attacks: leakage at multiple points, we pre-process to combine
 - Centered product (Leak(t) - Mean(t)) * (Leak(t+i) - Mean(t+i))
 - Centered Manhattan distance |Leak(t) - Mean(t) - Leak(t+i) + Mean(t+i)|
 - dimensionality explosion
 - Profiled attacks: has device of same model, two phases, profiling phase, measurement phase
 - Template attacks: learns templates, then max likelihood
 - Deep-learning: direct classification
 - Horizontal: only single/few traces, algorithm specific
 - Tools and metrics
 - Alignment: static, dynamic
 - Input, intermediate, output correlation
 - Filters, rolling mean, average and sdev
 - TVLA: random vs fixed
 - SNR, partial SR, global SR (lower)
 - guessing entropy (rank of subpart)
 - score traces plot, score evolution plot (as more traces)
 


Physical side-channel attacks 3 (active)

Hardware Security - 15. Certifications and Recap 29/3%4


 - Timing constrains (Dpmax < Tclk)
 - logic glitches (bad states before propagation done)
 - Voltage glitching: positive/negative
 - Clock glitching
 - EMFI, Laser
 - Software: Plundervolt, RowHammer, CLKSCREW
 - BBI, FIB, active microprobes, tearing
 - Fault models: what can a fault do
 - Fault attacks: generic, symmetric, asymmetric
 - DFA: one correct, one faulty, in some round, state differential
 - fault spread allows to build equations depending on key
 - SFA: biased faults, guess key subpart, uncompute from ctx, detect bias
 - SIFA: ineffective biased faults, correct ciphertexts only
 - RSA-CRT Bellcore: fault one modexp and compute p via gcd
 - ECDSA nonce reuse, ECDSA related nonces
 - ECDH safe-error (dummy faulted)
 


Physical side-channel attacks defences 2 (active)
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 - Fault attack killchain: injection, manifestation, propagation, observation, exploitation
 - level, objective, killchain step
 - physical, logical, software, algorithm
 - prevention, detection, correction, infection
 - push attacks to make them harder
 - physical prevention (shielding), detectors
 - fault response, false positive rate
 - redundancy, spatial, temporal, information
 - randomness, hard to fault unknowns
 - infection: detection & correction embedded 


Guest lecture: Thomas Roche
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 - How real-world side-channel attacks look
 - How much time and effort they take
 - Even certified devices can be broken
 


Guest lecture: Ltukasz Chmielewski
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 - How to build a SCA-secure ECC implementation
 - How much time and effort it takes 


Certifications
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 - What you heard today 


Recommended reading

For this lecture
Read Security Engineering - Chapter 28 - Assurance and Sustainability

Hardware Security - 15. Certifications and Recap 34/34



References

Common Criteria - Part 1: Introduction and general model
Common Criteria - Part 2: Security functional requirements
Common Criteria - Part 3: Security assurance requirements

Common Criteria - Part 4: Framework for the specification of evaluation methods
and activities

Common Criteria - Part 5: Pre-defined packages of security requirements


https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART1R1.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART2R1.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART3R1.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART4R1.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART4R1.pdf
https://www.commoncriteriaportal.org/files/ccfiles/CC2022PART5R1.pdf
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